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Claim Rejections - 35 USC § 103 



1 . The following is a quotation of 35 U.S.C. 103(a) which fonns the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

This application currently names joint inventors. In considering 
patentability of the claims under 35 U.S.C. 103(a), the examiner presumes that 
the subject matter of the various claims was commonly owned at the time any 
inventions covered therein were made absent any evidence to the contrary. 
Applicant is advised of the obligation under 37 CFR 1 .56 to point out the inventor 
and invention dates of each claim that was not commonly owned at the time a 
later invention was made in order for the examiner to consider the applicability of 
35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 
U.S.C. 103(a). 

2. Claims 1-4 and .6-7 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Cane et al. United States Letters Patent Number 5,940,507 in 
view of Noda et al. United States Letters Patent Number 6,671 ,759. 

As per claim 1: 

Cane et al. teach a method comprising: 
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encrypting a first key for decrypting the encrypted content to fonn a 
second key; (Col. 3, lines 59-60; The master encryption key is obtained and used 
to encrypt the secondary key and produce an encrypted key) 

combining the encrypted content with the second key to fornn a combined 
encrypted content stream;(Col. 4 lines 20-22; the encrypted key is then written to 
a tape index disk file thereby associating the magnetic tape volume with the 
encrypted file and the encrypted key.) and 

storing the combined encrypted content stream on the storage media. 
(Col. 4; lines 17-20; the archive server writes the encrypted file to a magnetic 
tape, or other medium of long term storage.) (Col. 4, lines 21-22; The encrypted 
key is then written to a tape index file) 

Cane et al. do not explicitly disclose receiving the encrypted content via 
the IEEE 1394 bus. 

Noda et al. in analogous art, however, disclose receiving the encrypted 
content via the IEEE 1394 bus. (Col. 14; lines 6-8; the encrypted data is received 
by the IEEE 1394 Interface of the optical disk drive through the IEEE 1394 bus) 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the method disclosed by 
Cane et al. to include a step of receiving the encrypted content via the IEEE 1394 
bus. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated by the suggestions, provided 
by Noda et al. (Col. 1; lines 18-19) in order to have high transmission speed and 
mutual communications between electronic devices. 
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As per claim 2: 

Cane et al. and Noda et al. teach all the subject matter as described 
above. In addition, Cane et al. further teach, 

retrieving the combined encrypted content stream from the storage media; 
(Col. 4; lines 27-28; recovery of a file is accomplished by the archive server 
referencing the index to obtain the encrypted key and the volume of the 
encrypted file. The encrypted file is then retrieved from the volume) 

decrypting the second key to obtain the first key; (Col. 4; lines 24-35; the 
secondary key must be recovered by decrypting the encrypted key with the 
master key.) and 

decrypting the encrypted content with the first key to recover clear text 
content. (Col. 4; lines 35-36; the original file may be recovered by decrypting the 
encrypted file with the secondary key.) 
As per claim 3: 

Cane et al. teach a method comprising: 

eincrypting the first key to form a second key; (Col. 3, lines 59-60; The 
master encryption key is obtained and used to encrypt the secondary key and 
produce an encrypted key) and 

foHA^arding the second key and the encrypted data. (Col. 3, lines 65-66; 
the encrypted file and encrypted key are then transmitted to the archive server) 

Cane et al. do not explicitly disclose receiving a transmission of the 
encrypted data. 



Application/Control Number: 09/898,319 Page 5 

Art Unit: 2133 

Noda et al. in analogous art, however, disclose receiving the encrypted 
content (Col. 14; lines 6-8; the encrypted data is received) 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the method disclosed by 
Cane et al. to include a steps of receiving the encrypted content. This 
modification would have been obvious because a person having ordinary skill in 
the art would have been motivated by the suggestions, provided by Noda et al. in 
order to have (Col, 1; lines 51-52) electronic device that is connected to plurality 
of other electronic devices through a bus, and performs data communication. 
This way, a device is capable of receiving and transmitting encrypted data to and 
from another device. 
As per claim 4: 

Cane et al. and Noda et al. teach all the subject matter as described 
above. In addition, Cane et al. further teach, a method comprising storing the 
second key and the encrypted data on the storage media. (Col. 4; lines 17-20; 
the archive server writes the encrypted file to a magnetic tape, or other medium 
of long term storage.) (Col. 4, lines 21-22; the encrypted key is then written to a 
tape index file) 
As per claim 6: 

Cane et al. and Noda et al. teach all the subject matter as described 
above. In addition. Cane et al. further teach, 

retrieving the second key and the encrypted data; (Col. 4; lines 27-28; 
recovery of a file is accomplished by the archive server referencing the index to 
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obtain the encrypted key and the volume of the encrypted file. The encrypted file 
is then retrieved from the volume) 

decrypting the second key to form the first key; (Col. 4; lines 24-35; the 
secondary key must be recovered by decrypting the encrypted key with the 
master key.) and 

decrypting the encrypted data with the first key for form a clear text. (Col. 
4; lines 35-36; the original file may be recovered by decrypting the encrypted file 
with the secondary key.) 

r 

As per claim 7: 

Cane et al. and Noda et al. teach all the subject matter as described 
above. In addition, Cane et al. disclose a method comprising decrypting the 
encrypted content with the first key to recover clear text content. (Col. 4; lines 35- 
36; the original file may be recovered by decrypting the encrypted file with the 
secondary key) and forwarding the combined encrypted data (Col. 3, lines 65- 
66; the encrypted file and encrypted key are then transmitted to the archive 
server). Not explicitly disclosed by Cane et al. is that "encrypting the clear text 
using a third key to form combined encrypted data." However, Cane et al. further 
teach the master key is used to encrypt multiple keys that will be used in 
encrypting successive files. (Col. 3; lines 62-63; the same master key is used to 
encrypt multiple secondary keys it needs to be generated once and then reused 
for successive secondary keys.) Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention was made to 
modify the method disclosed by Cane et al. to include encrypting the clear text 
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using a third key to form combined encrypted data. This modification would have 
been obvious because a person having ordinary skill in the art. at the time the 
invention was made, would have been motivated in order to have extra security. 
To maintain security and integrity of stored data by maintaining a series of keys 
for each archived file. (Col. 2; lines 38-39) 

3. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Cane et al. United States Letters Patent Number 5,940,507 in view of Noda et al. 
United States Letters Patent Number 6.671 ,759 and in further view of Nozawa et 
al. United States Letters Patent Number 5.235.641. 
As per claim 5: 

Cane et al. and Noda et al. teach all the subject matter as described 
above. In addition. Cane et al. disclose a method comprising storing the second 
key and the encrypted data on the storage media. Not explicitly disclosed by 
Cane et al. is storing the second key within a header associated the encrypted 
data. 

Nozawa et al. in analogous art, however, disclose storing the second key 
within a header associated the encrypted data. (Col. 5; lines 47-48; write the 
encrypted data key into a header portion or the like at the beginning of an 
ordinary data recording area 

Therefore, it would have been obvious to a person having ordinary skill in 
the art at the time the invention was made to modify the method disclosed by 
Cane et al. to include storing the second key within a header associated the 
encrypted data. This modification would have been obvious because a person 
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having ordinary skill in the art would have been motivated by the suggestions, 
provided by Nozawa et al. to retrieve the encrypted data easily by reading the 
header portion first. (Col. 6; lines 36-45) 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Lirov et al. US Pat. No. 5.442,706 

This reference pertains to a securely transmitting, searching and storing 

data. 

b. Mangold et al. US Pat. No. 6.668,324. 

This reference pertains to a method and system to protect data inside an 
open architecture device, such as. a personal computer. 

c. Lee et al. U.S. Pat. No. 6.792,532 

This reference pertains to data encryption method that is capable of 
transmitting an encryption algorithm and encryption data with an IEEE 1394 
serial bus network. 

5. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Shewaye Gelagay whose telephone number 
is 703-305-1338. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Albert Decady can be reached on 703-305-9595. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 



the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 



Shewaye Gelagay 
Patent Examiner 
Art Unit 2133 




